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Foreword
The most important purpose of the Charter of the United Nations is the maintenance of interna-

tional peace and security, and one of its most important requirements is respect for the sovereignty of 
States. In today's world, it cannot be argued that the maintenance of international peace and security 
exclusively applies in armed conflicts and the use of force regimes. That was exactly why the UN Gen-
eral Assembly has also declared cyber-attacks a violation of international peace and security.

Cyber-attacks have been outlawed in General Assembly resolutions, state practices, and the Buda-
pest Convention on Cybercrime. In addition, the principle of good neighborliness (in accordance 
with Article 74 of the Charter of the United Nations), which is rooted in one of the most fundamental 
principles of international law, namely respect for the sovereignty of states, does not apply only to 
states geographically adjacent to each other. This principle does also apply in the context of cyber-
space, in which all States all over the world are considered in vicinity of each other.

The terrorist organization of MEK has recently resorted to cyber-attacks against the Islamic Repub-
lic of Iran Broadcasting and some other governmental sites and systems, in parallel with its numerous 
criminal acts. This terrorist organization, which has its headquarters in Europe, carries out these at-
tacks freely and unbridled without any due diligence on behalf of these States.
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Cyber-attack on some Iranian National Media channels 
on January 27, 2022
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MEK’s claiming responsibility for cyber-attack on some 
Iranian National Media channels 

on January 27, 2022
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Cyber-attack on a website affiliated to Iran’s Ministry of Culture 
and Islamic Guidance 

on March 14, 2022
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Cyber-attack on a website affiliated to Iran’s Ministry of Agriculture
on April 25, 2022
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Foreign news outlets reflecting MEK’s cyber-sabotage on 
a website affiliated to Iran’s Ministry of Agriculture

on April 25, 2022



TerrorSpring 20

MEK’s Cyber-attacks in 2021-2022

Foreign news outlets reflecting MEK’s cyber-sabotage on 
a website affiliated to Iran’s Ministry of Agriculture

on April 25, 2022



TerrorSpring21

MEK’s Cyber-attacks in 2021-2022MEK’s Cyber-attacks in 2021-2022

Cyber-attack on Tehran’s municipality and citywide 
surveillance systems 

on June 2, 2022
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Foreign news outlets reflecting MEK’s cyber-sabotage on 
Tehran’s municipality and citywide surveillance systems 

on June 2, 2022
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Cyber-attack on the website of Islamic Culture and 
Communications Organization

on July 3, 2022
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